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27000
ISO/IEC27001

7.1

NOTE ISO/IEC 27001 does not use the term “context”. However, all of Clause 7 relates to the
requirements “define the scope and boundaries of the ISMS” [4.2.1 a)], “define an ISMS policy” [4.2.1 b)]
and “define the risk assessment approach” [4.2.1 c)], specified in ISO/IEC 27001.

ISO/IEC27001

8 9

NOTE ISO/IEC 27001 does not use the term “context”. However, all of Clause 7 relates to the
requirements “define the scope and boundaries of the ISMS” [4.2.1 a)], “define an ISMS policy” [4.2.1 b)]
and “define the risk assessment approach” [4.2.1 ¢)], specified in ISO/IEC 27001.

Annex
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Vs. Guide73

“process" “factivity”

"process’
“activity”
Guide73 “ process”

risk estimation(3.5), risk identification(3.6)
“probability”  “likelihood”

Guide73 “ probability”

risk estimation(3.5), risk reduction(3.7)

27005 negative risk
risk retention(3.8), risk transfer(3.9)

19 Dec, 2008 ISMS
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0.

10.
11.
12.

Scope

Normative references

Terms and definitions

Structure of this International Standard
Background

Overview of the information security risk
management process

Context establishment

Information security risk assessment

Information security risk treatment
Information security risk acceptance
Information security risk communication

Information security risk monitoring and review
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AnnexA

Annex B
Annex C
Annex D
Annex E

AnnexF
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Re— A z
il No
Assessment satisfactory $
Yes
> —

\y No
Treatment satisfactory
Yes
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Co

ntext Establishment(1) ———l

Basic Criteria  —
— =
CRITERIA) - : =

Risk evaluation criteria

v

v
v
v

AN

19 Dec, 2008

The strategic value of the business information process
The criticality of the information assets involved
Legal and regulatory requirements, and contractual obligations

Operational and business importance of availability,
confidentiality and integrity

Stakeholders expectations and perceptions, and negative
conseguences for goodwill and reputation

ISO/IEC27001 4.2.1 b) 4)
Define an ISMS policy in terms of the characteristics
of the business, the organization, its location, assets
and technology that establishes criteria against
which risk will be evaluated

ISMS , 16




Context Establishment(2) ———u

Impact criteria . ——

v Level of classification of the impacted
iInformation asset L

v' Breaches of information security
(e.q. loss of confidentiality, integrity and availability)

v Impaired operations (internal or third parties)

v" Loss of business and financial value

v" Disruption of plans and deadlines

v Damage of reputation

v' Breaches of legal, regulatory or contractual requirements
ISO/IEC27001 4.2.1 d) 4)

Identify the impacts that losses of confidentiality, integrity
and availability may have on the assets.

19 Dec, 2008 ISMS , 17



Context Establishment(3) -l

Risk acceptance criteria g_
v’ Business criteria
v' Legal and regulatory aspects
v' Operations
v' Technology
v Finance
v Social and humanitarian factors

ISO/IEC27001 4.2.1 c) 2)
Develop criteria for accepting risks and identify the acceptable levels of risk.

I Multiple thresholds
| Expressed as the ratio of estimated profit

I Depends on the classes of risks
I Needs future additional treatment).

19 Dec, 2008 ISMS , 18



Context Establishment( )

The scope and boundaries

The organization shall do the

following.

a) Define the scope and boundaries
of the ISMS in terms of the

characteristics of the

and
including details of and
justification for any exclusions
from the scope (see 1.2).

19 Dec, 2008 ISMS

The organization's
and

The organization’s
applicable to the organization
The organization's

The organization’s

Information
of the organization and their

affecting the organization

(i.e. information exchange with the
environment)




Context Establishment( )

Organization for information
security risk management

The organization shall
determine and provide the
resources needed to:

a) establish, implement,
operate, monitor, review,
maintain and improve an
ISMS;

19 Dec, 2008

ISMS

RESOURCES

and establish a risk treatment plan
Define and implement , including
implementation of the controls selected

the information security risk management

roles and responsibilities of this organization

suitable for the organization

Identification and analysis of the

Definition of of all parties both internal and
external to the organization

Establishment of the between the organization
and stakeholders

Definition of
Specification of to be kept




Risk assessment

Risk analysis

Risk identification
assets

threats
existing controls
vulnerabilities

consequences

Risk estimation
consequences

Incident likelihood

level of risk

Risk evaluation

19 Dec, 2008

42.1d)1)
Identify the assets within the scope of the
ISMS, and the owners of these assets.

4.2.1d)2)
Identify the threats to those assets.

4.2.1d)3)
Identify the vulnerabilities that might be exploited by the threats.

4.2.1d)4)
Identify the impacts that losses of confidentiality, integrity and availability may
have on the assets.

42.1e)l)

Assess the business impacts upon the organization that might result from security
failures, taking into account the consequences of a loss of confidentiality,
integrity or availablility of the assts.

4.2.1e)2)

Assess the realistic likelihood of security failures occurring in the light of prevailing
threats and vulnerabilities, and impacts associated with these assets, and the
controls currently implemented.

4.2.1¢e)3)
Estimate the levels of risks.

4.2.1e)4)
Determine whether the risks are acceptable or require treatment using the
criteria for accepting risks established in 4.2.1c)2).

ISMS , 21



(risk treatment) ]
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AnnexF
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Monitoring and review of risk factors

\

4.2.3d)
Review risk assessments at planned intervals and review the
residual risks and the identified acceptable levels of risks,
taking into account changes to:

1) the organization;

23 technology;

3) business objectives and processes;

4) identified threats;

5) effectiveness of the implemented controls; and
6) external events,...

Risk management monitoring, reviewing and improving

19 Dec, 2008

L

7.2 Review input
The input to a management review shall include:
e) vulnerabilities or threats not adequately addressed in the previous risk
assessment;
... etc.

7.3 Review output

The output from the management review shall include any decisions and
actions related to the following.

c) Modjification of procedures and controls that effect information security,
as necessary, to respond to internal or external events that may impact
on the ISMS, including changes to;

6) levels of risk and/or criteria for accepting risks.

ISMS , 24



Constraints
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Organizational
Political nature
Strategic nature
Concerning personnel
Budgetary , etc.

Technical
Financial
Time, etc.

Time
Financial
Technical
Cultual, etc.

ISMS
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ISO31000 Guide73
ISO31000 DIS
Guide73 2M CD

risk reduction, risk transfer
risk mitigation, risk sharing
Risk management plan vs. risk treatment plan

27000
27003
27001 27002
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